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CFTC Modernizes Rule 1.31 Recordkeeping 
Requirements 

Introduction: 

On May 23, 2017, the Commodity Futures Trading Commission (the “CFTC” or “Commission”) issued 

final rules to amend and reorganize CFTC Rule 1.31, which sets forth recordkeeping requirements for all 

records required to be kept pursuant to the Commodity Exchange Act (“CEA”) and Commission 

regulations.1  Rule 1.31 also implements the Commission’s inspection and examination authority over 

such records. 

These amendments do not impose any new recordkeeping requirements regarding the types of 

regulatory records to be inspected, produced, and maintained set forth in other CFTC regulations. 

Instead, the final rule (the “Final Rule”) is intended to provide greater flexibility regarding the retention and 

production of records in response to developments in technology since the addition of the electronic 

recordkeeping requirements in 1999.  It is also intended to be “technology neutral” so that Rule 1.31 will 

no longer be rendered out-of-date by new developments in technology over time. 

The amendments apply to current records in addition to records created after the Final Rule takes effect 

on August 28, 2017. 

Key Definitions: 

The Final Rule defines certain key terms used within the amended and reorganized provisions: 

1. Records Entity:  Any person required by the CEA or Commission regulations to keep 

regulatory records, which includes CFTC registrants and, as applicable, entities that are 

neither registrants nor registered entities such as commercial and other end-users. 

2. Regulatory Records:  All books and records required to be kept by the CEA or Commission 

regulations. 

 Such regulatory records include: 

 any record of any correction or other amendment to such books and records; and 

                                                      

1  See Recordkeeping, 82 Fed. Reg. 24479 (May 30, 2017). 
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 with respect to such books and records stored electronically, (i) any data necessary 

to access, search, or display any such books and records, and (ii) all data produced 

and stored electronically describing how and when such books and records were 

created, formatted, or modified. 

 The CFTC noted that this language does not create a substantively new 

recordkeeping obligation. 

 Both the initial record after it is created and all subsequent versions would be records 

within this definition and must be maintained, accessible and produced consistently with 

the regulation.  The CFTC clarified that this definition is not intended to impose a new 

requirement to maintain any versions of a regulatory record before it becomes a 

regulatory record such as drafts of an agreement prior to execution. 

 The term “regulatory records” replaces existing references to “books and records” within 

Rule 1.31. 

3. Electronic Regulatory Records:  All regulatory records other than paper regulatory records 

exclusively created and maintained by a records entity on paper. 

After soliciting comments in the proposed version of the rule regarding whether to define the term 

“metadata,”2 the CFTC determined not to define it in the Final Rule, stating that the definition of 

“regulatory record” sufficiently supports its statutory inspection and investigative functions. 

Additionally, as proposed, the CFTC deleted certain outdated definitions in existing Rule 1.31 such as 

“native file format”, “micrographic media” and “electronic storage media” and eliminated the requirements 

to have an audit system, to maintain electronic records in limited specified formats and to retain a 

technical consultant (discussed in greater detail below). 

Duration of Retention of Regulatory Records: 

Generally, as in existing Rule 1.31, the Final Rule requires a records entity to keep regulatory records for 

a period of five years from the date on which they were created.  While electronic records are required to 

be “readily accessible” for the duration of this period, regulatory records exclusively created and 

maintained on paper, as in the existing rule, only need to be readily accessible for two years. 

Other than certain types of pre-trade communication records (which the Final Rule now subjects to the 

general five year retention period), a records entity is required to keep regulatory records of any swap or 

related cash or forward transaction (as defined in § 23.200(i) of the CFTC’s rules) from the date the 

regulatory record was created until the termination, maturity, expiration, transfer, assignment or novation 

date of the transaction plus five years. 

                                                      

2  See Recordkeeping, 82 Fed. Reg. 6356, 6360 (Jan. 19, 2017) (“Proposed Amendments”).  The Commission 

noted therein that it believes this term is generally understood to refer to data about data, including hidden text, 

formatting codes, formulae, history, tracking and other information associated with an electronic file or data.  See 

Id. at 6359. 
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A records entity that is required to retain oral communications (such as a futures commission merchant or 

a swap dealer) is required to keep regulatory records of such oral communications for one year from the 

date of such communication. 

Form and Manner of Retention: 

In general, each records entity is required to retain all regulatory records in a form and manner necessary 

to ensure the records’ and recordkeeping systems’ “authenticity and reliability.” 

With respect to electronic regulatory records, a records entity also is required to establish appropriate 

systems and controls for this purpose, including without limitation: 

 systems that maintain security, signature, and data as necessary to ensure the authenticity of the 

information contained in regulatory records and to monitor compliance with the CEA and 

Commission regulations; 

 systems that ensure the records entity is able to produce regulatory records in accordance with 

the Final Rule, and ensure the availability of regulatory records in the event of an emergency or 

other disruption of the records entity’s record retention systems; and 

 the creation and maintenance of an up-to-date inventory that identifies and describes each 

system that maintains information necessary for accessing or producing electronic regulatory 

records. 

The CFTC does not consider these electronic regulatory records requirements to be substantively new 

obligations in light of the existing requirements.  In response to comments, the CFTC deleted language 

referring to “chain of custody elements” from the electronic regulatory records systems requirement, but 

noted that removing this term does not change the practical requirement that a records entity maintain a 

comprehensive audit trail for all electronic regulatory records. 

Further, as alluded to above, the Final Rule eliminates the requirement that electronic regulatory records 

be kept in their native file format and stored in accordance with prescribed technology design standards 

(i.e., in a non-rewriteable, non-erasable format).  Instead, such records must simply be stored in 

accordance with the more general, less prescriptive standard described above. 

Inspection and Production of Regulatory Records: 

Inspection: As in the existing rule, all regulatory records must be open to inspection by any 

representative of the CFTC or Department of Justice (“DOJ”). 

Production: With respect to the production of regulatory records exclusively created and maintained on 

paper, the Final Rule requires a records entity to produce such regulatory records promptly upon request. 

With respect to regulatory records other than paper regulatory records, the Final Rule requires a 

Commission representative to specify a reasonable form and medium in which a records entity must 

produce such regulatory records.  A records entity, at its own expense, is then required to produce such 

regulatory records in the form and medium requested promptly, upon request, unless otherwise directed 

by the Commission representative. 

The Final Rule preserves the existing right of a records entity to provide a representative of the 

Commission with an original regulatory record for reproduction by the representative in lieu of a copy.  As 
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in the existing rule, the representative is required to issue a receipt for the original regulatory record to the 

records entity upon request. 

Proposed “Policies and Procedures” Obligation Not Adopted: 

The Commission determined not to require a records entity to establish, maintain and implement written 

policies and procedures reasonably designed to ensure that the records entity complies with its 

obligations under Rule 1.31, as it had initially proposed.3  The Commission concluded that the proposed 

requirement for written policies and procedures was unnecessary because a records entity has a duty 

and responsibility to ensure accurate and reliable records and a registrant is subject to a duty to diligently 

supervise all activities relating to its business as a registrant under CFTC Rule 166.3. 

Other Requirements and Obligations Removed: 

Significantly, the Final Rule eliminates a number of other existing, prescriptive requirements: 

Technical Consultant:  The Final Rule eliminates the requirement that a records entity (i) enter into an 

arrangement with a third-party technical consultant and (ii) provide the technical consultant with access to 

and the ability to download information from the records entity’s electronic storage media to any 

acceptable medium.  The Final Rule also eliminates the requirement that the technical consultant file with 

the CFTC an acceptable undertaking regarding its ability and willingness to provide the CFTC and DOJ 

with access to the information contained on the records entity’s electronic storage media. 

Instead, a records entity may conduct its electronic recordkeeping compliance functions on its own.  To 

the extent that a records entity chooses to use a third party or a technical consultant, it remains 

responsible for compliance with the CEA and regulations thereunder. 

Electronic Storage Media Representations: The Final Rule eliminates the requirement that any person 

utilizing electronic storage media provide a written representation to the Commission prior to the use of 

the system certifying that the system satisfies the requirements in the existing rule and, where applicable, 

if the system will be using storage media other than optical disk or CD-ROM. 

Hard-Copies of Certain Paper Records: The Final Rule also eliminates the requirement that certain 

paper records, such as trading cards and paper copies of electronically filed certified forms, be retained in 

hard-copy. 

Conclusion: 

The Final Rule amends the CFTC’s recordkeeping requirements substantially as proposed in January 

2017.  The amendments do not impose any new substantive recordkeeping requirements, but modernize 

and make technology neutral the form and manner in which regulatory records must be kept.  By 

eliminating a number of prescriptive and outdated requirements, the Final Rule should provide greater 

flexibility to records entities to adopt new technologies in response to evolving technological 

developments.  Nonetheless, registrants and other market participants that are records entities under the 

Final Rule should review the amended requirements and their own recordkeeping practices to ensure 

compliance with the revised standards.  In view of these amendments, such a review should also 

                                                      

3 See 82 Fed. Reg. at 24481-82; Proposed Amendments, 82 Fed. Reg. at 6360. 
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consider the relevant recordkeeping rules of the Securities and Exchange Commission and self-

regulatory organizations, as applicable. 

* * * 
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